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Coordination Center for Critical 
Infrastructure Protection

Project ISF-Police: “Targeted Actions for enhancing the protection of national characterized 
European Critical Infrastructure”
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Main Objectives of Coordination Center
• Enhancing public-private cooperation and communication on  security issues

• Continuous exchange of views and good practices to improve the level of 
infrastructures security

• Ability to exchange information among:

a) national authorities

b) emergency responders involved in CI protection

c) CI operators.

It has pilot function for research and informative purposes to the CIs operators and 
state Institutions.
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CC for CIP

❑ Establishment and systematization of cooperation between CI operators and emergency 
responders

❑ Sensibilization of CI operators to security and risk management issues
❑ Improvement of the exchange and flow of information on the identification and management of 

risks and threats
❑ Collection of typological vulnerability estimates
❑ Support of CI operators for the improvement of CI security with hazard identification of the CI 

surrounding area and CI risk assessment 
❑ Research on real incidents and their management for the development of strategies based on 

actual data

❑ With the aim to maintain and enhance operational capabilities of CIs
❑ With the aim to protect citizen life quality with uninterrupted operation of CIs

Goals:

Societal resilience
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Managed hazards: 

• Man-made Threats
• Natural Hazards
• Technological hazards and 

accidents

Main functionalities: 

• Incorporated vulnerability assessment per CI type
• Risk assessment per CI type with all hazards approach (Risk matrix)
• Regular Information on the level of Risk to CI operators and State 

Institutions

• Inbound information from Incident Reporting Application 
• Creation of Incidents database
• Incidents mapping at country level

Main Objectives of the Coordination Center
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Physical infrastructure of CC 
• Premises for hosting and installation 

of CC 

• Logistics Infrastructure (h/w-s/w)
✓ Videowall
✓ Videoconference system
✓ 2 workstations (power PCs) + 6 PCs
✓ 2 servers
✓ GIS platform
✓ GIS Server
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CIP National Platform

RISK

Software for the creation of maps for
spatial distribution of risk for CIs

REPORΤING

Registration of incident reporting: national
CIWIN (critical infrastructure warning
information network)

RISK

REPORT

INFO

C.I.

Coordination 
Center

GIS

DB

Two main applications are developed within 
the GIS platform and its online feature:
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CC Platform Architecture and Information Flow

Reporting 
Application
(web-based)Incident manager 

(external user)

GIS Server

CC 
Web-based 
Application

Risk maps

Hazard 
maps

Risk 
assessment

Local Geodatabase

CI operator
(external user)

CI operator
(external user)

Coordination Center
Operational users
Information
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National CI crisis 
management

First responders / 
Crisis managers

Institutions
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Security 
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Statistical 
analysis

Incident 
Reporting

Risk Assessment for 
CIs

Reporting of incident’s 
data

Estimation of 
incident’s severity

Analysis of incidents data

Future objective
Information to all 

CIs

Risk maps for  all 
CIs

Regular update

Risk level per CI
Regular update

STATE INSTITUTIONS COORDINATION CENTER CRITICAL INFRASTRUCTURES

GEODATABASE
GIS Platform

Security pilot plans Support / Information

Flowchart of Information, Data analysis and communication

Reporting

Risk
Info starts from 

here for App 
Risk

Info starts from 
here for App 

Reporting
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App REPORTING: 1. Incident Reporting Form

Information required in the Incident reporting form 
(time required: 2min)
❑ Data of CI operator
❑ CI data

✓ Type / Sector
✓ Location

❑ Incident’s data, e.g.:
✓ Start/end hour
✓ Origin
(natural, man-made, accident)
✓ Impact
✓ Severity characterization

▪ Developed online-GIS environment at KEMEA’s server
▪ Web-based application with secure portal

✓ Registration of CI Security Liaison Officers
✓ Completion of incident reporting form by SLO
at real-time (ideally)

2. Incident Database
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Information to be included:

▪ Date

▪ Asset coordinates

▪ CI section (Energy, Transportation) and subsection

▪ Nature of hazard → natural (&type) ; man-made (&type)

▪ Incident description

▪ Severity of Impact (Scale 1 to 5)

▪ Operational disruption
✓ Yes/No; number of disruptive events
✓ Duration of disruption
✓ Affected population

▪ Structural impact
✓ Yes/No; % loss
✓ Affected population
✓ Affected employees

▪ Cascading impact to other CIs

▪ Use of alternative asset or CI Y/N

App REPORTING: 2. Incident Reporting Database

This information can be collected at a later stage
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App REPORTING: 3. Incidents statistical elaboration

60%20%

10%
10%

Incidents per CI Transportation Type

Δικτυα αυτοκ/δρόμων Παροχή οδικων μεταφορών

Δικτυα σιδηροδρόμου Λιμενική υποδομή

Indicative examples !

Goal: 
Information to: 
✓ CI operators
✓ State Institutions 
✓ Emergency responders
With the aim of:
✓ Risk awareness
✓ Configuration of security policies
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Statistical elaboration takes place in 
automatic manner based on the information 
stored in the Incidents Database.
Results include istograms:
▪ Incident types within CI sector
▪ Intersectoral presentation per type of 

incident
▪ Absolute values and ratios
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App REPORTING: 4. Incidents mapping

Indicative examples to demonstrate format
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App RISK: Input: Hazard maps (static) from State Institutes
• Seismic hazard zones 

✓ Source: EAK2000, EN1998-
National Annex, Earthquake 
Planning and Protection 
Organization

• Maps of areas of potential significant 
flood risk
✓ Source: Floods Directive 

2007/60/EC, Special Secretariat 
for water
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App RISK: Input: Hazard / Danger maps (per day)
• Fire danger estimates

✓ Source: General Secretariat of 
Civil Protection

• Disclosed information on potential 
threatening events
✓ Source: Hellenic Police
✓ Source: CI operators
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App RISK: Risk assessment of CIs

Risk assessment with the use of Risk Matrix:
✓Recognition, mapping and spatial distribution of hazards/ threats

✓Qualitative Vulnerability estimation by CI type and by probable hazard / threat

✓Identification of Interconnections and Interdependences among CIs

✓Impact Assessment (structural failure / operational disruption)

• Risk analysis (at 5 states) per CI type
• Geographical distribution of results
• Information of CIs for their expected risk via web-GIS secure environment
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App RISK: Risk Matrix

(KEMEA Template for Risk assessment, 2018)
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Risk/Impact forecast The risk matrix is customized 
per 
✓ Type of hazard
✓ Type of asset
As qualitative vulnerability 
estimates per Type of hazard 
and asset are communicated 
from Security Liaison Officers 
of specific CIs with whom 
KEMEA has open collaboration

RISK IMPACT

LIKELIHOOD INSIGNIFICANT MINOR MODERATE MAJOR CATASTROPHIC

ALMOST CERTAIN LOW MODERATE HIGH CRITICAL CRITICAL

LIKELY VERY LOW MODERATE MODERATE HIGH CRITICAL

POSSIBLE VERY LOW LOW MODERATE MODERATE HIGH

UNLIKELY VERY LOW VERY LOW LOW LOW MODERATE

RARE VERY LOW VERY LOW VERY LOW VERY LOW LOW



ΚΕΝΤΡΟ ΜΕΛΕΤΩΝ ΑΣΦΑΛΕΙΑΣ
CENTER FOR SECURITY STUDIES

17

Loss Database 

Date Type of 
Hazard

Lat/Lon Type of 
Impact to CI

Use of 
alternative CI 

or asset

Affected 
Population

Cascading 
Impact to 
other CIs

General 
comments

Compiled by CC members from publicly released information on natural and man-made incidents that affect CIs
→ This is compatible to Priority 1 of Sendai Framework for DR understanding
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Critical Infrastructure Database
Indicatively, spatial mapping 
of Infrastructure assets of 
Transport sector
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Thank you!
Ευχαριστούμε!


