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Main Objectives of Coordination Center

* Enhancing public-private cooperation and communication on security issues

* Continuous exchange of views and good practices to improve the level of
infrastructures security

* Ability to exchange information among:

a) national authorities

b) emergency responders involved in Cl protection

c) Cl operators.

i | It has pilot function for research and informative purposes to the Cls operators and
= |state Institutions.
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CC for CIP

Establishment and systematization of cooperation between Cl operators and emergency
responders

Sensibilization of Cl operators to security and risk management issues

Improvement of the exchange and flow of information on the identification and management of
risks and threats

Collection of typological vulnerability estimates

Support of Cl operators for the improvement of Cl security with hazard identification of the Ci
surrounding area and Cl risk assessment

Research on real incidents and their management for the development of strategies based on
actual data

With the aim to maintain and enhance operational capabilities of Cls ‘ Societal resilience
With the aim to protect citizen life quality with uninterrupted operation of Cls



: . <l
e L
envowssravemess L A I O o S 45 ML Shesfl 7

0
Main Objectives of the Coordination Center

Main functionalities:

Managed hazards: Incorporated vulnerability assessment per Cl type
Risk assessment per Cl type with all hazards approach (Risk matrix)

Man-made Threats Regular Information on the level of Risk to Cl operators and State

Natural Hazards Institutions

Technological hazards and

accidents Inbound information from Incident Reporting Application
Creation of Incidents database
Incidents mapping at country level
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Physical infrastructure of CC

* Premises for hosting and installation
of CC

* Logistics Infrastructure (h/w-s/w)
Videowall

Videoconference system

2 workstations (power PCs) + 6 PCs
2 servers
GIS platform
k. GIS Server
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CIP National Platform

Two main applications are developed within
the GIS platform and its online feature:

RISK

Software for the creation of maps for

spatial distribution of risk for Cls Coordinatidn
Center

REPORT

REPORTING

Registration of incident reporting: national
CIWIN (critical infrastructure warning
information network)
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CC Platform Architecture and Information Flow

GIS Server
a_m_ A Reporting
 — » Application » — > ' — > =
Incident manager (Web'based) <:> P

>
(external user) Cl operator

(external user)

Cl operator
(external user)

Risk maps

Coordination Center
Operational users
Information

Local Geodatabase
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© Flowchart of Information, Data analysis and communication .
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App REPORTING: 1. Incident Reporting Form

= Developed online-GIS environment at KEMEA’s server
= Web-based application with secure portal Domuaorio [ Tpupin un gophe dopa a3l o B e

BEon otnv Ymobour)
e-mail

v’ Registration of Cl Security Liaison Officers G
v" Completion of incident reporting form by SLO o gt Yroosts | pomimapiyévs o

Kplowpdtnta YroSoung Autdparn nposupniipwon amd SfAworn oTowyeiwy dopEa
. . Meployr MpooupmAnpwpéva oToyeio
at real-time (ideally) — —

Hpepopnvin kot wpa
EKBALOTG MEPLOTOTLKOY
Huepopnvia kol wpa AjEng

Information required in the Incident reporting form oveveguod ya o

TEPLOTATIKGS

0

Minyeioa povasa® v Ktiplo ke

(tlme required: 2m|n) ¥ Muhvag Incident reporting for CI

v Cooling tower
¥ Metaoxnpemnotig

(] Data of Cl operator ¢ e R——
I D CI data B AvBpuwroyevoig TpOeAeuaTng

TpopokpaTia

TomoBEmon oppag
Type / Sector
AnoTsia
Amayeyf / Opnpela

v' Location
| ’ - 2. Incident Database
O Incident’s data, e.g.: -

v’ Start/end hour

v" Origin
(natural, man-made, accident)
v Impact

@ v’ Severity characterization
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App REPORTING: 2. Incident Reporting Database

Information to be included:
= Date

= Asset coordinates

0

= (Clsection (Energy, Transportation) and subsection

= Nature of hazard = natural (&type) ; man-made (&type)
® |ncident description

= Severity of Impact (Scale 1 to 5)

= QOperational disruption
v Yes/No; number of disruptive events
' v" Duration of disruption
v Affected population

" Structural impact —  This information can be collected at a later stage
v" Yes/No; % loss

v Affected population
v' Affected employees

= (Cascading impact to other Cls

= Use of alternative asset or Cl Y/N _
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App REPORTING: 3. Incidents statistical elaboration

Statistical elaboration takes place in

automatic manner based on the information

stored in the Incidents Database.
Results include istograms:
= Incident types within Cl sector

= |ntersectoral presentation per type of

incident
Absolute values and ratios

Information to:

v’ Cl operators

v’ State Institutions

v" Emergency responders

With the aim of:

v’ Risk awareness

v’ Configuration of security policies

Incidents per Cl Transportation Type

10%
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= Mapoxrn oSikwv petadopwv

= Alktua odnpodpopou AWEVIKN uTtodopun

Several incidents type
(Cl: Road network)
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Indicative examples to demonstrate format
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App REPORTING: 4. Incidents mapping
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App RISK: Input: Hazard maps (statlc) from State Institutes

19 00 E 20" 0‘0 "E 217 0'0 E 22'0 '0"E 23‘0’0 E 24" 0’0 E 25° 0‘0"' 26" V'W"l 27'0'0 E Zl'ﬂ '0"E WV'W"

* Seismic hazard zones
v" Source: EAK2000, EN1998-
National Annex, Earthquake
Planning and Protection
Organization

41°0'0"N
L

40°0'0"N
1

39°0'0"N
1

38°0°0"N
1

37°0'0"N
1

* Maps of areas of potential significant e

36°0'0"N
1

flood risk - vese -3
v" Source: Floods Directive e g Hat
2007/60/EC, Special Secretariat —

35°0'0"N
1
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App RISK: Input: Hazard / Danger maps (per day)

* Fire danger estimates
/ SO u rce : G e n e ra I Sec reta ri at Of 19'0.'0"5 VL‘N,)'OI‘G"E 21'0;0"5 ZTOI'O'E 23'0:0"5 24'0"0"5 25'0.‘0"5 N'O;O"E _ 27'0;0"E 2!'0.‘0"5 29'0:0“!
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39°0'0"N

* Disclosed information on potential
threatening events
v" Source: Hellenic Police
v’ Source: Cl operators

38°0°0"N
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|®sources Esti. HERE, Garmin, YSGS, Intermap. INC 2
I 5 KATAXTAZH SYNATEPMOY Japan, METI, Esn Ghina (Hong Kong) EsriKorep £ & [*!
OpenStieetMap contributors, anjd ihe GIS User Gom ;
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GUTCEs ESH HERE, GArmin, USGS Intermap: INCREMENT P NR Carr £
Japan, MET, Esni China (Hong Kong). Esn Korea, l'&n{”hw!anﬂ;‘ltsgf. ©)
Opensiietiap contributors, and thelGIS User Community N Alimos
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1
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App RISK: Risk assessment of Cls

Risk assessment with the use of Risk Matrix:

v'Recognition, mapping and spatial distribution of hazards/ threats
v'Qualitative Vulnerability estimation by Cl type and by probable hazard / threat
vIdentification of Interconnections and Interdependences among Cls

v Impact Assessment (structural failure / operational disruption)
il « Risk analysis (at 5 states) per Cl type

1. * Geographical distribution of results
* Information of Cls for their expected risk via web-GIS secure environment

<%
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App RISK: Risk Matrix

>
Risk/Impact forecast ‘ The risk matrix is customized
per
RISK IMPACT
4 o LIKELIHOOD INSIGNIFICANT MINOR MODERATE CATASTROPHIC v Type of hazard
D ALMOST CERTAIN LOW MODERATE HIGH CRITICAL CRITICAL v Type of asset
_E = LIKELY MODERATE | MODERATE HIGH CRITICAL As qualitative vulnera bility
; 8 POSSIBLE LOW MODERATE | MODERATE HIGH estimates per Type of hazard
c C UNLIKELY LOW LOW MODERATE )
I T g - Low and asset are communicated
© X . .. .
i T 3 from Security Liaison Officers

(KEMEA Template for Risk assessment, 2018) of specific Cls with whom
KEMEA has open collaboration

@ 16
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Compiled by CC members from publicly released information on natural and man-made incidents that affect Cls
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Loss Database
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- This is compatible to Priority 1 of Sendai Framework for DR understanding

Type of
Hazard

Lat/Lon

Use of
alternative ClI
or asset

Type of
Impact to Ci

Affected
Population

General
comments

Cascading
Impact to
other Cis
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1 | 23/8/2018

5/1/2019

TLELOOTLES TTUPKOYLGE

nEpacTI mupKey

TOYETOC ovIe

M Attikrie

38.049533

Guakom pEupaTog Adyw BAaBiv oto Siktuo Slavopns

7500 komovahutes xwpic MhektpoSotnon

Kuwéra Atvikre

37.969909

23.213928

Aakomée oty nhekTpoSoTon

ZoBapic LMIES OO BTUD MEGT TERONE AGYW MUPKRVLAS. [ISTOT0 1) TPGCRAGT) TwY TEXkGY TOU
AEAAHE ota onpsia Tou SUTUOU TOU EouV UTtoTTEL PAGPES f £0UV KeTacTpadEl sivay asivarTn

Abyw TNG dwTLhc. ENITAEOY 0 AGXSILOTAC SIGKATITEL Qv TEpLoXES TNV NASKTPOSETNON kel UGTZpa omd
ovroln tng NupooPeoTikrc, yia Adyout aodahaiog.

Kevtpuwn/Bopaie
EARGS

40.641602

225944646

Aakomin Spopohoyiwy Aewdopeiwy OAZE Geooohovikn

o Adyout aogohsac n MedBuven MoAwmwic Npoctasiag tne Nepudépanc Kevipuric Makeoviae &xe
anoyopeios otov OATE vo xvrosl Te Aswdopsio Tou gt Tic 14:00 Pett To peonuém ofpepn
ZaBPato 5 lavouapiou 2019, BZ0GAVEL KL BUT HE TNV TPOUMGBEcN OTL TR Kapikd Gavosve Bu
mapousLEcoLY LdEG

No oruewwsel Twe n Uk XIovOnTwen keAUlEe Twpo oxeEOV Ta TavTe TNy TLoAn, 0o KoL To 08KG
Glktuo. Ta oxipore cut) Ty @pe svar ehopuota croug Spopoug Adyw tng cAoBnpoTNTaG, OMWE kit
To AswbopEio Tou OAES.

7/1/2019

TaysToc/névia

Kevtpun/Bopae
EAMGSO

line 31 and shp

line 31 and shp

Miakomn Spopohoyusy Tpanwy

TPAINOZE: Avactohr 5pouohoyiuwy Adyw TNE CUVEXLOIEVNE KaKOKALpIE AVEOTOA SPOHOROYIWY kel
kaBUCTEPACELS AdYW TNE CUVEXTOMEVIC KOKOKXIPING KETaYPRBOVICL Kol OTIC GLENPOSAOMLEES
peTadopi e xwpae. Me avakoivwor Tng, n TPAINOEE evnUEpEVEL TO EMBATIKD KOWS THWE
vactéhAetal n kurkodopic Twv Spopohoyiwy 886- BET petagl NoAmodapodhou kot Kehapmdkee
Aoyw e cuvanlopavne kakokaplag. EMAZoy, Aéyi KaBUCTEPACEWY QVacTEAAETEL TO SPOUOAGYIO pe
piBjo 2575 otn ypaupr BEAoS - Adpion. To Spouchovio pe apBpsd 2576 Adpioa - Bohos Ba
exteheotel pe Azwdopsio. Enione, ev 8o MpayHOTONOWNBE To SPOHOAGYO ao AAEEavEPOUTOAN
mpog Opuévio pe mpo 1évn : oTig 00:40.

8/1/2019

ToyeTog f xovie

AT

37.939059

23.886712

ALGKOTL TPORCTICKOU Aoy SIOKOTIG pEU HOTog Kt xlovio(

MPOPARLOTA GTLC CUYKOLWVIES £(E1 TPOKRAESEL TO KUILG KEKOKOUPRS TTOU TAATTE and Ta
Enpepwpate g Tpitng (08/01) otnv Atk

AKWITOTIOUUEVOE Eivau EVarg CUPLGC Tou NpoacTiakoy INpospopoy otn fuvn Meviehn, emi nepinou
e wpe, Aoyw SLekoTi¢ pEOPOTOC.

FUpduove pe tnv TPAINOZE umtdpxst mposwpwr] Siokomn Spopohoyiwy Tou Mpoootiekod mpog To
aEpobpopLo «EA. BaulEhocs.

Amokataotdsnks n kukhodopia oo TApe Epdvi-Kndioid tne Mpapic 1. (nAsktpikoc). H kivnon
MAZov BLESAVETON KAVOVIKG OE DAGKANPO To GIXTUO Tng ETAZY.

24/1/2019

Kweomoinen / Bioa
Snudcia cuykEvTpwen

Kévtpo Ahvac

37.984231

213.727777

Napeunofion TpecRroNc ot HPOROUC OTO KEVIRO TN ABRVERC

EuMhahntime v tny MakeSovie

5/2/2019

caiopog Mws.4 Npepela:

AJBA NpéRelog

38.959241

20751643

Mmhox 2ouT ya 4

H y£dupe, oL sixs UTTOCTEL onpENTIKES ZNHLES aTS TNV kakokalpie TS 14ng PeBpouapiou, komnke

wrennnin Desnuie -
1

17
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Critical Infrastructure Database

D Metafores X D Energeia

Indicatively, spatial mapping
of Infrastructure assets of
Transport sector

18
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